Exploring a method of extracting universal features of phishing emails by Lee, Ki Jung & Song, Il-Yeol
 
 
 
 
 
 
 
 
 
 
 
 
 
College of Information Science and Technology 
    
      
 
Drexel E-Repository and Archive (iDEA) 
http://idea.library.drexel.edu/   
 
 
Drexel University Libraries 
www.library.drexel.edu
 
 
 
 
 
 
 
 
 
 
 
The following item is made available as a courtesy to scholars by the author(s) and Drexel University Library and may 
contain materials and content, including computer code and tags, artwork, text, graphics, images, and illustrations 
(Material) which may be protected by copyright law. Unless otherwise noted, the Material is made available for non 
profit and educational purposes, such as research, teaching and private study. For these limited purposes, you may 
reproduce (print, download or make copies) the Material without prior permission. All copies must include any 
copyright notice originally included with the Material. You must seek permission from the authors or copyright 
owners for all uses that are not allowed by fair use and other provisions of the U.S. Copyright Law. The 
responsibility for making an independent legal assessment and securing any necessary permission rests with persons 
desiring to reproduce or use the Material. 
 
 
Please direct questions to archives@drexel.edu
 
Exploring a method of extracting universal features of phishing emails 
based on persuasive communication perspective 
ABSTRACT 
Current approaches of phishing filters depend on classifying emails based 
on obviously discernable features such as IP-based URLs or domain 
names. However, as those features can be easily extracted from a given 
phishing email, in the same sense, they can be easily manipulated by so-
phisticated phishers. Therefore, it is important that universal patterns of 
phishing messages should be identified to serve as a basis for novel 
phishing classification algorithm. 
In this paper, we argue that phishing is a kind of persuasion and explore 
feature extraction method based on persuasive communication perspec-
tive. Phishing message components, including message factors, source 
factors, and computer related factors, are investigated as message 
sender’s strategic message manipulation. On the other hand, message 
receiver’s cognitive components for information processing are discussed 
in terms of dual process of cognition, i.e., Elaboration Likelihood 
Model. 
Ki Jung Lee and Il-Yeol Song 
The iSchool at Drexel, College of Information Science and Technology, Drexel University, Philadelphia, PA 19104 
OBJECTIVE 
The objective of this paper is to present a research framework for 
phishing filter feature extraction. The framework largely consists of two 
parts. 
• Classification of persuasive components in phishing emails—To verify if 
persuasive components are classified into two distinct routes of infor-
mation processing 
• Categorization of email messages (phishing vs no phishing) - To com-
pute a mathematical model for binomial prediction in regards to a 
given message 
BACKGROUND 
 
Theory Background 
1. SENDER—Message Manipulation through Persuasive Transaction Com-
ponents 
“Phishing message can be manipulated using source, mes-
sage, and channel related persuasive components.” 
• Source Component: Source credibility in terms of perceived exper-
tise and trustworthiness is the major concern in the discussion of 
source variables (Hovland et al., 1953; McCroskey, 1966). 
• Message Component: Messages can be rationally appealing and/or 
emotionally appealing to message receivers message receivers are in-
fluenced by fear or guilt in relation to the message content (O'keefe, 
1990; Petty & Cacioppo, 1981; Stiff & Mongeau, 2003). 
• Channel Component: Computers can play various roles in conveying 
persuasive influence to the users (Fogg, 2003).  
• Computer as a tool aids the users in making target behavior eas-
ier.  
• Computer as media can appeal to users by offering vicarious ex-
perience.  
• Computers can influence users by interaction with them as if hu-
mans do, namely, social actors.  
2. RECEIVER—Information Processing in Two Distinct Routes (central vs 
peripheral) 
“Phishing email receivers process information in the mes-
sage in two distinct ways.” 
For the analysis in this paper, we choose Elaboration Likelihood Model 
(ELM, Petty & Cacioppo, 1981)  
• ELM concerns the process to reach the attitude change and how 
source, message, receiver, and channel factors affect the mechanism 
of message receiver’s cognitive effort in information processing.  
• The central route—the message recipient attends to the mes-
sage arguments and  attempts to scrutinize in order to evaluate 
them. 
• The peripheral route-Attitude change is determined by: 1) re-
wards or punishments that are associated with the message, 2) 
simple inferential cues, and 3) judgmental errors that occur in 
perceiving message. 
METHODS 
Research Questions 
(1) Would the persuasive information structure in phishing message be 
perceived in two distinct routes by the email recipients? 
(2)Would the persuasive information structure in phishing message serve 
as good features for classifying phishing message from legitimate mes-
sage? 
Research Steps 
Our main method consists of four steps; 1) feature construction, 2) 
content analysis, 3) factor analysis, and 4) logistic regression analysis. 
Our method consists of four major procedural steps.  
• Feature construction: Persuasive message components are identified.  
• Content Analysis: Based on the identified persuasive message compo-
nents, we conduct content analysis of email messages.  
• Factor Analysis: Using factor analysis, persuasive components in 
phishing messages are classified for the validation of a dual process 
of cognition.  
• Logistic Regression Analysis: Email Instances are classified by con-
ducting logistic regression analysis. 
DISCUSSION & CONCLUSION 
Implication & Contribution 
• To text classification research by providing a framework of research 
method in phishing feature extraction based on information structure 
derived from robust communication theories. 
• It is important to understand how phishing message is designed to 
trick people and how email users perceive manipulated messages and 
make trust decision.  
Limitations 
• Without an optimal sample size, this study only shows the research 
framework instead of significant research results.  
• Measurements used for feature values for this paper was subjective 
measures which represent user perception. It is a challenging task to 
represent human perception for the tasks of text classification.  
• We only adopted parts of core components of persuasive transactions. 
In real life situations, more various principles of persuasion can be ap-
plied to communications. For example, receiver involvement is a criti-
cal component in persuasive communication.  
PRELIMINARY RESULTS 
Factor Analysis—Principal Components extraction and Varimax rotation 
method. Three factors were extracted and rotated. Each factor was ap-
parently interpretable in terms of distinct characteristic; the factor 2 
represents “peripheral route of information processing” whereas fac-
tor 3 concerns the “central route of information processing”.  Factor 1 
was identified with variables that have relatively high factor loading val-
ues. It seems that computer variables are separately identified in the 
user’s information processing scheme of persuasive message. 
 
 
 
 
 
 
 
 
 
 
 
 
Logistic Regression—The predictor variables entered for the analysis 
are perceived trustworthiness, perceived rationality of argument, 
perceived plausibility of evidence, emotional appeal, easiness of in-
teraction, vicarious experience, social experience, email address dis-
crepancy, quick response requirement, collecting personal informa-
tion or not, link text discrepancy, and destination address confusion.  
The logistic model was significantly associated with the binary prediction 
of phishing (χ2 (2) = 28.26, p<.0001). The suggested equation for the lo-
gistic model is stated as below;  
F (phishing) = 18.07 + (38.39)* Email address discrepancy 
+ (-37.82)* Confusing destination address 
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